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ABOUT @CELESTELYNPAUL

Senior researcher and technical advisor at NSA Research

PhD Human-Centered Computing

Hackers are people too
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WHAT IS STRESS?

Stress is a physical and emotional reaction to adverse events.
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ACUTE Temporary ‘fight or flight’ response

EPISODIC Repetitive stress with little time to recover

CHRONIC Enduring situations with no sense of control



WHAT IS STRESS?

Stress is a physical and emotional reaction to adverse events.

6

ACUTE Temporary ‘fight or flight’ response

EPISODIC Repetitive stress with little time to recover

CHRONIC Enduring situations with no sense of control

BURNOUTBURNOUT



WORK-RELATED STRESS

Demanding job with little control.

Effort/reward imbalance.
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FATIGUE Physical and mental feelings of tiredness

FRUSTRATION Anxiety and annoyance over lack of control

COGNITIVE WORK Mental effort needed to use memory

STRESS AND WORK



WHY IS HACKING SO STRESSFUL?

 Complex problems

 Unpredictable environment

 High risk/high reward operations








STRESS & HACKING @NSA

● 4 NSA locations

● 126 tactical operators

● 361 operations

● CIV and MIL operators

● Average op length ~5 hours
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HACKING IS STRESSFUL
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C.L. Paul & J. Dykstra: Understanding Operator Fatigue, Frustration, and Cognitive Workload in Tactical Cybersecurity Operations. Journal of Information Warfare, 2017.
https://www.jinfowar.com/journal/volume-16-issue-2/understanding-operator-fatigue-frustration-cognitive-workload-tactical-cybersecurity-operations



HACKING IS STRESSFUL
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HACKING IS STRESSFUL
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The extent to which a person feels that they have control over the 
outcome of events in their lives.

LOCUS OF CONTROL
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LOCUS OF CONTROL
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* Don’t worry, [s/he] was fine once the op started



MASLOW’S HIERARCHY OF NEEDS
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Self-Actualization
Personal growth and peak experiences

Esteem
Dignity, freedom, acknowledgement, status

Love and Belonging
Friendship, intimacy, trust, community

Safety
Protection, security, health, resources

Physiological
Food, water, shelter, clothing, warmth, sex

Growth Needs

Deficiency Needs



HIERARCHY OF HACKER NEEDS
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Self-Actualization

Mission, personal achievement

Esteem

Reputation, recognition, respect

Love and Belonging

Comraderie, teamwork, solidarity

Safety

Authority, policy, support

Physiological

Equipment, tools, access

What we need to 
be happy

What we need to 
do our jobs



Stress can’t be eliminated
but, it can be managed.
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MITIGATING STRESS

PERSONAL

Practice mindfulness.

If you’re running hot, have a spotter.

Remember that it will be alright.
Need to talk to someone? @800273TALK, 1-800-273-TALK
(National Suicide Prevention Lifeline)
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ORGANIZATIONAL

Creature comforts matter.

Keep an eye on time.

Remember who you hired and why.



HAPPY HACKING!
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HAPPY HACKING!
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Cyber Operations Stress Survey (COSS): Studying fatigue, 
frustration, and cognitive workload in cybersecurity 
operations. Cyber Security Experimentation and Test, 2018. 
https://www.usenix.org/conference/cset18/presentation/dyk
stra

Understanding Operator Fatigue, Frustration, and Cognitive 
Workload in Tactical Cybersecurity Operations. Journal of 
Information Warfare, 2017.
https://www.jinfowar.com/journal/volume-16-issue-
2/understanding-operator-fatigue-frustration-cognitive-
workload-tactical-cybersecurity-operations
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